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PREFACE

Welcome to Allure Security’'s second annual report on the pressing
issue of online brand impersonations targeting credit unions and
their valued members. This report holds a special place in our
hearts, not just because of the effort we invested in its creation,
but because it's truly one of a kind.

No other report in the market provides annual updates focused on
online brand impersonations and spoofs targeting credit unions.
The report’s full name, “Summary of Patterns & Observations in
Online Fakes 2023: Trends in Online Brand Impersonation for Credit
Unions,” is lengthy, but we've affectionately shortened the first half
to “SPOOF 2023" for convenience (isn’t that cute?).

The title does a good job capturing the report’s singularity

and purpose. It aims to raise awareness among credit unions
regarding the drastic rise in online brand impersonations, nearly
tripling the volume seen in 2022. Our report offers crucial insights
into the latest threats while debunking outdated approaches that
prove ineffective in combating this growing challenge.

We look forward to you diving deeper into the report. We think
it's a valuable educational resource that will support you in
implementing or enhancing proactive measures to truly protect
your brand and members online.

JOSH SHAUL

CEO — ALLURE SECURITY

A\ SPOOF 2023: TRENDS IN ONLINE BRAND IMPERSONATION FOR CREDIT UNIONS 3



EXECUTIVE
SUMMARY

This executive summary concisely summarizes Allure Security’s unique report on the
troubling rise in online brand impersonations targeting credit unions of all sizes.

This report analyzes online brand impersonation detection data from August 2022 through
March 2023.

« It highlights the pervasiveness of the threat and the vulnerability of credit unions of all sizes

« Our analysis reveals a significant surge in attacks during the first quarter of 2023 with triple
the volume compared to the same period in 2022

+ The UnFAIRSHAKE threat, discussed in the "Emerging Threats” section, played a role in this
increase

The report also explores the relationship between a credit union’s asset size and the frequency
of online brand impersonations.

+ Attacks targeted credit unions with assets ranging from $7 million to $150 billion

« Notably, 92 percent of credit unions targeted managed less than $10 billion in assets

« Interms of attack volume, 47 percent of brand impersonation attacks were on credit
unions with $10-20 billion in assets and 41.3 percent of attacks were on credit unions with
less than $10 billion in assets.

Our analysis highlights the continued growth of the online brand impersonation threat and
exposes the limitations of outdated detection mechanisms.

« Many organizations and vendors still rely on outdated approaches such as generating a
list of domain names similar to legitimate domains using tools like Dnstwist

« However, this permutation-based approach limits itself to an inadequate number of
results by design based on what's referred to as “edit distance” which quantifies the
dissimilarity of two strings of characters

« These legacy approaches failed to identify 94% of the attacks identified by Allure Security's
Al-powered examination of 100+ million online assets every day

This year's findings accentuate the urgent need for organizations to adopt more advanced

and effective online brand impersonation detection approaches to protect their brand and
members from this rising threat.
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INTRODUCTION

The failures of Signature Bank, Silicon Valley Bank, and First
Republic Bank in 2023 fueled concern among consumers and
businesses about their financial institutions’ solvency and the
safety of their deposits. Amid such uncertainty, reputation and
clear, re-assuring communication is paramount in maintaining
trust in your credit union (and attracting consumers that fled
banks looking for institutions they felt more confident in).

This brings us to “SPOOF 2023: Trends in Online Brand
Impersonation for Credit Unions,” our second annual report on
the escalating threat of online brand impersonation. These scams
— whereby adversaries pose as trusted brands online to defraud
consumers — hold the potential to undermine faith in your credit
union daily.

Each day from August 1, 2022 through to March 31, 2023; our

Al screened over 100 million digital assets daily, detecting
impersonations of credit union brands ranging from those
managing $7 million to $150 billion in assets. Our report offers
in-depth analysis of these threats that spare no credit union,
regardless of size. We highlight growing trends, the inadequacy of
traditional detection methods, and the urgency of adopting more
modern, Al-driven strategies to confront this growing threat.
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METHODOLOGY
& DATA SOURCES

Allure Security’s Al engine, harnessing computer vision and natural language processing,
automates daily analysis of more than 100 million digital assets including websites, social
media content, and mobile app Mmarketplaces. For this report, we've extracted online brand

impersonation detection data specific to credit union brands for the period of August 1, 2022 to
March 31, 2023.

The sources ingested by our Al detection engine for digital assets to be analyzed include but
are not limited to:

Al new domains & sub-domains (all global TLDs)

«  Dormant domains & sub-domains

+ Allure Security web beacon signals & customer referrer logs
« Social media profile pages

« Mobile app marketplace listings

« Online ad URLs

« Threat intel feeds

« Allure Security threat research team inputs

A differentiating feature of our online brand protection service, which also contributes to the
uniqueness of this report, is the ongoing assessment of various digital assets. We don't simply
examine an asset once. We continually monitor these assets, recognizing that online content
could become a threat at any moment.

While our technology assesses online assets more frequently and in greater depth than any
other option, the scale of the internet will constrain any relevant data set. As a result, this report
likely underestimates the actual extent of the problem, particularly for non-customer credit
unions due to reduced visibility. Allure Security customers, on the other hand, gain enhanced

visibility through further training and refinement of our machine learning algorithms specific to
their brand.
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DUPED:
CREDIT UNION SPOOFS
ONLINE IN 2023

ATTACK VOLUME OVER TIME

During an eight-month period, we detected thousands of online brand
impersonations of hundreds of unique credit union brands.

Adversaries impersonated credit unions with assets under management
as low as $7.3 million and as high as $156.6 billion substantiating the fact
that online brand impersonation problem affects credit unions of all sizes.

A SPOOF 2023: TRENDS IN ONLINE BRAND IMPERSONATION FOR CREDIT UNIONS 7



The figure below illustrates a timeline of online spoofs of credit unions from August 2022

to March 2023 that hit highs and lows. In September 2022 we see a significant surge in
impersonations with the number nearly doubling over August. This wave continued through
October with a slight drop in November, but it crested at an all time high in December
2022. Attack volume then decreased in January and February of 2023 but rose 56% in
March. A campaign we've labeled UNFAIRSHAKE (see the “Emerging Threats” section of this
report for more) contributed to the increase in March and accounted for 40 percent of the
impersonations detected that month.

I CU Impersonation Attacks

CU Brands Impersonated
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Comparing January, February, and March 2023
with a year earlier, we see that attack volume
significantly increased in the first quarter of 2023
compared to the first quarter of 2022:

« Online brand impersonations nearly tripled,
increasing 184 percent

+ Credit unions targeted increased more than
one-and-a-half times, growing 68 percent

AN 184%

ONLINE BRAND IMPERSONATION
ATTACKS ON CREDIT UNIONS

A 68%

CREDIT UNIONS IMPERSONATED
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ONLINE BRAND IMPERSONATIONS CHALLENGE
CREDIT UNIONS OF ALL ASSET SIZES

For our analysis, we sorted credit unions into five cohorts based on asset size with the three
highest asset-bands aligning with the National Credit Union Administration’s (NCUA) asset
threshold tiers:

$20 billion or more in assets (NCUA tier IIl)

$15 billion to less than $20 billion in assets (NCUA tier 1)
$10 billion to less than $15 billion in assets (NCUA tier I)
$1 billion to less than $10 billion in assets

Less than $1 billion in assets

DISTRIBUTION OF ATTACKS ON CREDIT DISTRIBUTION OF UNIQUE CREDIT UNION
UNIONS BY ASSET SIZE BRANDS IMPERSONATED BY ASSET SIZE

$20 billion & above

$15 billion to less than $20 billion
$10 billion to less than $15 billion
$1 billion to less than $10 billion
Less than $1 billion
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Slicing the data in this way can help credit unions better understand the threat to them and
their peer institutions. Insights we've noted as a result of this breakdown of the data include:

« From August 2022 to March 2023, fraudsters focused efforts on credit unions with less than
$10 billion in assets — 92 percent of the impersonations we detected were of credit union
brands with less than $10 billion in assets under management

« No credit union is too small to attract fraudsters’ attention — 24 percent of the credit union
brands impersonated managed less than $500 million in assets, and in two cases credit
unions at the $7 million in assets mark were impersonated

«  One particular credit union in the $15 to $20 billion asset category found themselves the
target of 32 online brand impersonation attacks each week on average

$20 BILLION OR MORE On average, credit unions that manage $20 billion or more in assets
endured 11.6 percent of the brand impersonations we detected during the study. In one extreme
case, a credit union in this category found itself the target of roughly 10 impersonations each
week.

$15 BILLION TO $20 BILLION Overall, 35.6 percent of the online impersonations we detected
mimicked credit unions with assets between $15 billion to less than $20 billion. One credit union
came under particularly heavy fire experiencing nearly 32 brand impersonations each week on
average.

$10 BILLION TO $15 BILLION Credit unions with $10 billion to $15 billion in assets experienced
1.5 percent of the attacks detected during our study’s timeframe. Two credit unions in this group
shared the honor of more than one online impersonation targeting their brand detected each
working day on average.

$1BILLION TO $10 BILLION Of credit unions victimized by at least one spoof during the
timeframe of this year's study, just over 92 percent of themn managed less than $10 billion in
assets. Of course there are simply more credit unions in this group than others, but it goes to
show that the largest credit unions aren’t the only targets. This asset category experienced more
than a third of attack volume at 36.4 percent.

LESS THAN $1BILLION Credit unions ignore the rising online brand impersonation threat at
their own peril. To once again reiterate that scammers don't discriminate based on asset size,
nearly 25 percent of the credit unions we found to be spoofed online manage assets of less
than $500 million. In this cohort, we also detected impersonations of two credit unions with
assets of just around $7 million.
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EMERGING ONLINE
BRAND IMPERSONATION
THREATS

Here we explain four notable online brand impersonation threats that
we observed in 2022 and the beginning of 2023. While some of these
threats have appeared in the past, we include them here because we
saw a material increase in their use by adversaries and staying informed
of tactics used by fraudsters can help credit unions in taking action to
protect their brand and customers online.
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The scam we’'ve hamed “UnFAIRSHAKE"” accounted for 40%
of online brand impersonations we detected in March 2023.

TIMEFRAME

UNFAIRSHAKE detections swelled beginning in mid-March 2023 extending into the first week of
April 2023.

DESCRIPTION

Fraudsters began by impersonating a company called FairShake online. FairShake calls itself
“the consumer rights service” and provides legal/arbitration services to consumers to help
them settle disputes with companies. FairShake also publishes web pages on its fairshake.com
domain that explain how to file complaints against certain companies and in some cases also
collects those compilaints.

With this particular scam, fraudsters cloned those FairShake complaint pages for a variety

of financial institutions including credit unions, as well as, regional and community banks.
Those cloned pages were hosted on domains using permutations of the financial institution’s
bbrand name or acronyms of that name. At any time, however, one of these cloned FairShake
complaint pages would transition into a full-on phishing page that spoofed the target credit
union’s website including the credit union’s log-in fields.

We speculate that the bad actors took this approach (first impersonating a FairShake web
page and then transitioning to a spoof of the target institution) to avoid detection by traditional
means for as long as possible. In addition, the scammers could have been hoping to improve
the ranking of the FairShake spoof in search engine results for queries such as, “Is [insert credit
union] a good credit union?”.
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HE FairShake . _

e L T AL

15 I cREDIT UNION A GOOD BANK?

| ERIT)

EXAMPLE OF A FAIRSHAKE CLONE MENTIONING A CREDIT UNION THAT TRANSITIONED INTO A
PHISHING PAGE TARGETING THE CREDIT UNION BRAND THE NEXT DAY.
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POTENTIAL IMPACT

The UnFAIRSHAKE scam has potential financial, reputational, and operational impacts on a
targeted credit union:

FINANCIAL

Stolen member credentials fuel account takeover fraud and the
theft of member funds which potentially lead to both recovery and
reimbursement costs.

REPUTATIONAL

A credit union member that falls victim to the UnFAIRSHAKE threat would
likely hold the credit union somewhat responsible and lose some trust in
the credit union or at least reconsider interacting with the credit union
over digital channels. In addition, longer customer service wait times
resulting from fraud complaints can tarnish members’ perception of the
credit union and affect customer satisfaction scores.

OPERATIONAL
Qﬁ Online scams targeting a credit union’s membership can overburden
O security staff with reactive response activities taking them away from

other more proactive security tasks. Such scams also result in increased
call volume reducing quality of service provided to members.
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PAY-PER-TRICK

At the end of December 2022 the FBI issued a public service
announcement (alert number 1-122122-PSA) about a threat that had
bedeviled Allure Security customers and their peers for many months -
fraudsters impersonating brands in search engine advertising to direct
users to phishing sites. Google refers to their advertising services as
pay-per-click (PPC), and so we've labeled the threat “Pay-Per-Trick.”

TIMEFRAME

We've observed fake Google ads impersonating our customers and their peers throughout
2022 and 2023 and since as far back as 2020 with occasional flare-ups.

DESCRIPTION

Google allows nearly anyone to bid on advertisements based on whatever keywords they
choose — even if those keywords are trademarked brand names. Because of this, scammers
can bid on the names of financial institutions and other organizations and then display ads
masquerading as the legitimate organization, but directing users to a phishing page seeking
to steal their account credentials.

In a more sophisticated variant of this scheme, scammers initially set up a website that seems
harmless when directly accessed through its URL to avoid detection. However, when the same
website is reached through a Google ad, a Google Click ID (GCID) is generated. This GCID acts
as a trigger, causing the website to redirect the visitor to a scam site that imitates the brand
they originally searched for.
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PAY-PER-TRICK

Searching for “notreal credit union login”
results in display of the following ad

4

Ad + hitps /hwww softhingyin com

We've tested more than 200 thingies. but now we have our 5 Best 2023 Thingy Picks

Best Free lrrelevant Service For PC Review 2023

4

Upon clicking the ad, the visitor is redirected
to a malicious URL

4

Welcome to
Digitol Banking

!

n

Log in

A RECREATION OF AN OBSERVED GOOGLE ADVERTISEMENT DISPLAYED FOR A SEARCH OF A
CREDIT UNION'S BRAND NAME WHICH THEN REDIRECTED TO A PHISHING PAGE.
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PAY-PER-TRICK

POTENTIAL IMPACT

The Pay-Per-Trick scam presents financial, reputational, and operational impacts:

Qg

FINANCIAL

The theft of member credentials leads to account takeover and
eventually the theft of member funds. In some cases credit unions will
need to pay both recovery and reimbursement costs. In addition, with
both criminals and competitors bidding on your brand name, the scam
increases digital advertising and member acquisition costs.

REPUTATIONAL

Credit union members that click on a Pay-Per-Trick ad would likely blame
the credit union for any resulting fraud, as well as, lose trust in the credit
union and especially any digital promotions. Such a scam can also

lead to increased customer service wait times and erode members'’
satisfaction and perception of the brand.

OPERATIONAL

Because not all users will necessarily be presented with Pay-Per-Spoof
ads, these incidents can be especially costly to investigate. In addition,
such scams can also flood customer service centers with complaints,

keeping staff away from other, more valuable customer service tasks.

Learn more about this Pay-Per-Trick threat on the Allure Security blog at
https://alluresecurity.com/2023/04/20/trending-google-ads-as-phishing-hooks-understanding-the-threat-and-protecting-your-brand
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PUNYPHISH

Fraudsters use Punycode to create deceptive domain names
that are strikingly similar to legitimate credit union domains.

TIMEFRAME

Fraudsters using Punycode to support their impersonation of credit union brands online
wasn't a new technique in 2022 or 2023. Still, Allure Security observed an increase in
PunyPhish-related impersonation attempts aimed at our credit union clients and their
industry peers in late December 2022.

DESCRIPTION

ASCI|, or the American Standard Code for Information Interchange, is a set of characters
for computers primarily containing English-language characters. However, people

in non-English-speaking countries require the use of non-English characters, a need
addressed by Unicode. Punycode represents Unicode characters using ASCI.

At the end of 2022, we observed a marked increase in malicious actors using Punycode

as a veil of deceit. Punycode allows them to craft URLs that the unsuspecting human eye
can't distinguish from legitimate brand domain names.

A\ SPOOF 2023: TRENDS IN ONLINE BRAND IMPERSONATION FOR CREDIT UNIONS
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PUNYPHISH

Examining the example illustrated in the image below, you'll notice a potentially malicious URL
at left and Punycode on the right signaled by the “xn--" prefix, which instructs the computer
system to interpret the Punycode included. The string “~w30d" inserts a lower-case “e” with

a dot underneath it into the URL. It's strikingly similar to the domain notrealcu.com, making it

nearly indistinguishable.

or an IDN converter, a tool for Punycode to Text/Unicode and vice-versa conversion

Example: 38 Example: xn--elyn36f

=3

https: //wwi_ notrealcu.com https: //eniw . xn--notralcu-w3@d. com/

EXAMPLE DECEPTIVE URL CREATED TO MIMIC OUR IMAGINARY NOTREAL CREDIT UNION'S
DOMAIN NOTREALCU.COM USING WWW.PUNYCODER.COM.

A SPOOF 2023: TRENDS IN ONLINE BRAND IMPERSONATION FOR CREDIT UNIONS
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PUNYPHISH

POTENTIAL IMPACT

Detecting the use of Punycode in a URL, particularly on mobile devices, is challenging as many
web browsers display Unicode (the deceptive URL) instead of ASCII (the real URL starting with
“xn-="). As a result the PunyPhish threat is currently highly effective and can impact credit
unions in several ways:

FINANCIAL

Scammers that have stolen online banking credentials can take over
members’ accounts and drain them of funds incurring recovery and
reimbursement costs.

REPUTATIONAL

As with any scam involving brand impersonation, victimized credit
union members will place some of the blame on the impersonated
brand. As a result members and potential members may lose trust
in the credit union, as well as, engage less with the institution digitally.
Finally, longer wait times for customer service caused by a flood of
fraud complaints may negatively affect customer satisfaction.

u Q OPERATIONAL

0 These scams strain security staff with reactive tasks and increase call
volumes, hampering service quality and proactive security work.
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DYNAMIC DNSception

Dynamic DNS (DDNS) services help people and businesses manage the
DNS (Domain Name System) and dynamic IP addresses which change
over time. Unfortunately, scammers have also found a way to abuse
these services to impersonate brands in order to deceive and defraud
consumers. Therefore we've named this threat “Dynamic DNSception.”

TIMEFRAME

For the most part scammers’ abused dynamic DNS service providers rather steadily
throughout the study’s timeframe with a slight uptick in 2023.

DESCRIPTION

Some DDNS providers allow a user to create their own subdomain on a public DNS server —
e.g, fakesite.[DDNSprovider].net — at no cost that then points to the IP address of their choice.
Fraudsters will abuse such services offered by providers such as DuckDNS, ChangelP, and No-
IP to create URLs for free that direct to phishing websites that impersonate trusted credit union
brands and include login fields that steal a victim’s credentials.

Below are examples of URLs that abuse various dynamic DNS providers with the deceptive
subdomains redacted:

« [deceptive _subdomain].duckdns.org/login.php (Duck DNS)
« [deceptive _subdomain].Iflinkup.org/ (Change IP)
+ [deceptive _subdomain].hopto.org (No-IP)

We estimate that at least 5 percent of our online brand impersonation detections for credit

unions during this study’s time frame were of the Dynamic DNSception variety (i.e, they
created a URL with a deceptive subdomain and one of many possible free DDNS domains).
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DYNAMIC DNSception

POTENTIAL IMPACT

The Dynamic DNSception threat poses financial, reputational, and operational risks to credit
unions.

FINANCIAL

Stolen credentials can lead to unauthorized account access and the
subsequent loss of member funds, resulting in potential recovery and
reimbursement expenses.

REPUTATIONAL

Member victims of a Dynamic DNSception attack will likely hold the credit
union somewnhat responsible for ensuing fraud and lose trust in the institution.
And a rash of such attacks can degrade customer service experiences and
negatively impact the credit union’s overall brand image.

OPERATIONAL
Similar to other scams involving online brand impersonation, the Dynamic
QQ DNSception threat affects business operations in the following ways: increased
0' load on customer service staff, investigation costs, opportunity costs with staff
focused on an incident rather than other value-creating tasks, and more.

Learn more about the Dynamic DNSception threat on the Allure Security blog at

https.//alluresecurity.com/2023/02/10/trending-fraudsters-abuse-dynamic-dns-subdomains-for-phishing/
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CHALLENGING
THE STATUS QUO
& EMBRACING
A NEW ERA

Scammers have evolved past deceptive
URL variations, knowing brands and

brand protection vendors often check

for permutations of their brand and
domain names. As evidence, tools like
Dnstwist could only spot 6% of the brand
impersonations targeting credit unions
that we detected, leaving a whopping 94%
undetected. While Dnstwist and similar
tools hold value, they only scratch the
surface.

In light of the tripling of online brand
impersonation threats to credit union
members in 2023, traditional methods
no longer suffice; especially considering
the looming financial, reputational, and
operational costs.
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Many companies limit their own scope to avoid false positives, an approach which narrows
their visibility and fails to capture the bulk of impersonations. The limitations stem from a
lack of technology to cost-effectively process the daily deluge of online content.

To illustrate the shortcomings of this outdated method, let’'s use an example. Suppose

you are Credit Union of Sam with a domain creditunionofsam.com. You might search for
Dnstwist matches and even include common strings like “-online” or “-secure.” However, you
then ignore matches containing “creditunionofsam” with extra content before and after it
to avoid excessive false positives, such as “creditunionofsamson.” This approach, however,
inherently restricts your visibility and overlooks variations such as “mycreditunionofsam” or
“creditunionofsamdigital,” among countless others. This becomes even more problematic
when your domain is an acronym such as “abcu.com” which can appear in millions of
hostnames. And then you're missing “secureabccu,” “abcubanking,” etc.

A well-trained and tuned Al begins to make daily internet-wide brand impersonation
monitoring feasible. At Allure Security, we aim to scrutinize every new piece of public internet
content, regardless of the URL. Instead we focus on indicators like the use of logos or specific
brand language.

Our Al's capacity to handle their volume, a feat no other vendor could achieve, has even
excited some of our data feed partners. Other parties only checked for name matches,
missing out on 94% of the impersonations we spot. Unlike anyone else, we could evaluate
the published online content itself for a more thorough analysis.

If you take nothing else away from this report, let it be that relying on traditional
domain monitoring to look at permutations of your brand or domain hame only
addresses a very small fraction of the issue. With generative Al escalating the
frequency and volume of online brand impersonations, countering this threat
calls for an equally powerful Al-driven solution.
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ABOUT
ALLURE
SECURITY

Allure Security online brand
protection-as-a-service automates the
examination of more of the digital world
with Al — 100+ million digital assets a day
including domains, social media posts,
and mobile app product pages.

Consequently, and compared to
alternatives, Allure Security identifies
more online brand impersonations
more quickly and closer to their first
appearance on the internet — before
a single human sees or falls victim to a
digital imposter.

PHONE

Finally, Allure Security’s unique three-
877-669-8883

pronged approach to response —
blocklisting, decoy data, and takedown

diligence — increases takedown E-MAIL
success rates and reduces time to info@alluresecurity.com
takedown.

LINKEDIN
Deploying Allure Security allows brands

to strengthen online reputation,
customer trust, and customer TWITTER
satisfaction, as well as: reduce fraud,
lost sales, customer churn, customer
complaints, and staff burnout.

https:l/www.linkedin.com/company/alluresecurity

hitpsy//twitter.com/alluresecurity

A\ SPOOF 2023: TRENDS IN ONLINE BRAND IMPERSONATION FOR CREDIT UNIONS 26



LLE
LA RN B

EE smil e
ESsm =
LET T L

ELL L B
L LLE
LT L |
(T L |
Ed LN L)

(I LN N LE ]
amy
EEE

ESspeugEE=SEg gmsmz®
e L T T AR T T TR TR LR LI R L LT TR R PR PR L A L R L PR LR R Y P
nl.'-.l.l'll.l.l-l-III.-IIII.‘II..IIIII'-..IIII-I. EimEnEmEg g oegrapgNEnigigeEeain>
CEE NN E T N AR N EEg B PN g " EE BN BN EeNEE T rm e B aEE RN E g FaEE RN E mENe
peuaE'EEENEEEENS SRS EEEEEgE ErEgEescgEREEEEEEENERNcaEmEENEENENETEE FEEAEEeliEErE EF gew
B iEEEgEEs EEN GRS rEEQEEEEEEETeSgEE SRR EgEErEER S Sl e * SN EEfpEEssnnEpansiE ‘pgEe s el =aewm
EElumi e RN RS Sy rEESNpinpEEESE gy FER RSN ENQEENE- SEEERERNEER et BroEEE B Sy suNgLigl Eay s
grEeErsEEf BV EN NSNS EEEENE SIS EgEENEENESEEENN A ERER CEgER NN I gEEEEEEEEED BN NERE Ao EEE
EarE-aERE RN ENEEEEY EENE g EEEE o gEETEE R EEY EY BN DER EEERREEERRERRE ‘N EEg faENTE W RENE mN
prgepseisEEE e e " mEEEgEgE Eguee e gEs inedigigEs iR igtagues ' FeRE cplas s EeEsEsEsgmEl g
, A EEAY EEEEQEEN S ZEgrEgr gt sl tgey sEEEENE Tp EEEEEEENEEEC R sEEaeER e EmEfeEEsEigaEETEr s B LW
EgsEs o EpgEErEgEE s Y RueE R meR gn = SEEEEESgEEEEgE agR AN EfoapEe s s g EEEEYE s B NG NEr moEEEl
TR TR LR R P IR TR R T RN TR T IR DR RN [N T LD BT LR LR LT L LR B =
i i R TR R P I O TR IR T LR T TR AR T P IL RS R r T R LR R R R B B N ] .. "8
foas meEsaEERc I EDEguEisEggEEEREElE i@ cgmorEEuEEEE S o Sgel EENEEN ETENCEN sEge nes
SNERERES VEEEC I mEN e N R S ENE RS EEEE I QEAREEeEE i NNE v EEREEEE AR SS El EENEE P ET MR
sBERl gEgs ERET R mEEEgEy BEN GR Sglgmes Ei¥geEl SpigpepEiegEN BEREEN) ‘moE EERfEmEaEE gim
ERpEE T E AR e RE g R R s E N iy N a el e BN EEgE s iR FE i o i aeE N EgE ES CENENENEEE gEgcTp
CgEEEREY ApalE pEEREEREEEEEE R EgEENE N EEREENgEEssgE Y EERER S aEERE TESEESERTE B NE EEEF =
EmrliEmcigpipuenen i EEEE R S Eg A E A EE N A REnRER SR gERsgaRNgENENE N ENnE FENEgRER EF sas mUED
EEEENTNE Y FaSscER i EESEsYEEOEEEEEET EENEcgeEEEEER EeRENEEENCETR W SEsEugiEESfEEAEE B W
s EYEE sefotgESgEtEiEEEENigEEEESEuEs gl NS EEE e ENsspEEEEEnEEEEE A gEEEE EEEcom
d EEssEEgEs  EEENEE R s o guEplEREEENERE Eslan EREoEs g gEEguEEEEEREEE HON aENESgEE BEEoEe
Er  ECEE RV TN E Rl EgE Sy S E R I TSN E s EEE S SN EE S EN AT RN B EEETEE W W e . m
BN W AREREE T ARy EmsesrNEs i mEeEREE RS ERNEgEs o EEm alEsgpelm m @R EpEEg aEn mE FWN mmaEes
saeEmud iEEcNEssnminsEeenEn Enl mEsEcFEEERN BT famsmeEnEnEsninRogFSgeEn vEsEsEiameeEnaE
migy s sl EEN culEEESgeEfeguuiaEEieiEncrnisnsmEcinsaEEENEgESE E'alwsEge Eege =8 ¥ @ =
sEgmENEE SH S NI RN A EN T N ENE NS A RN AT NN R NN mEomES EES ]
SN EEEEEE EEEAEy " EEENEUE T gEEERgE SRR sy SgRA R ARE'mEm EpfgmAsm S5 S8 mEEp s e Bul
SR mEEmrEE e igE @S  @EfFiepeesignesenSgepEEcEEEE " AVEseEEER-EA"ap" “HoEE BEOE saSgEE § "=
SEEAEEENEENEE  IE EEE s EEERESN EEREEEN SRS =S8 cnEs EgEEscgscRlsmomeENsRRnEnS
CEEEEN S EEEREE S SR EEE T EgEENEISENEEE e Rr s CEEE CEsEEE gEE =f sEgEEsgEsE mosem
B aslglgErEE@cregs EaEsgui*@ 8 mEsagfgeram B Ey gEsEESgEEmEEN  ERSEEN. sSngpu"assm N
FEEVRE T EgEEFE N N EE R s WA EEREEE R EEFEE T EFNESES EEENfEESEY EEES miEEREAR
cEspErEiESpEeRt e RemiE EeRESmmsEAEgNeEEl EEEEAESCEENEECEN W SEES EEAESEE EEpS
AW EEg s B IEoEsENEAE SR cmarEEEEEEEREEEE R ENEoEamE AENSE SEEEEER prEEEE VEEEE SEEw
B s B'gfime gerrEcvE ghesegrg B NEEEsBgEeER: iam =54 B Bo"EREEEEN g= sy BeoEmnBp
NEEECETE- B s Rl E s EE A EE ARG E A NN IR ARl EEEEEREEEEEN YT EHTEEN FEAEEEE sl
BNz "EE sEEEENEsEEEgES o EEEERETFERER R FE D EFamcEETaERERNES -m " (T B " NN
A  me FsEl mEEEEEEAEEeN RN SNgEEglas fam ssmss"asemBEEEEERs gag B W sEEEEE &=
" F EEsVErEEYFIENg S0 WEE cRREmEEE SRl EE gy EpiEpENEEEERESCEy EHE " EgEE WmoNEmow
sErEEEL S gpEgEEpEiEscER cgeEEEEEigeEiEERTE guEceETEEEEEAR EEREiss mo@® mssgEE ExBAE
sacmneNimF  clfgm R EEEgEEEEEEEN A0 SpE - foefguiEEEBERcEncEEN B Se.EE NE B @
SE"gEEIEEEESENIEeE AN E EEVSEEREREEEGEY SEEgEEETgEgEY gEEE SN LI | LE LN L]
EAE ENEINE S cEaEDENN EENENTYR ERER mEtgs W EEERES § EEEEEY % oas EnEw L L
sefmillpund e s scam s mssmeeB o maEn N =s8.@ Nam sEEEE EHE Egals
E. e peEslEliER  EEME S L B gEREEEERIEEaNNEERER CRERSuy EE.E sEE
“m B fmENE EEgEEE FaEp aEE FapeliEER T Ees RENEpE mEEEENSCE  BENIERDR
=R =m MEAR CSEEECE AEmEEN ErrEeEEppyenER gR EEER rypERvEARE sE "
= " EECR mE FETEY |  mEAN am H EsE-EEY. @

.m o L LT T T 1 A.--t;:u.:u-: --:'. :

2D EmsgE IEE amem
TSV E PR L R Rl B
o g mWe

T T e i mem ',g'ﬁ:c'.:ﬂ:ﬁ:l:-T-Y'

] MRS s e R RN
sB»
EipgmEEEEcES

-
= . e EEELsEE L B L
= B EgoamEsEs 8

B sEN SeRrE e mE. EDEN
igT EERENyE AmEgesye¥mEg pENE IR RN NEREENsER IR T EEnEn

mEw

anans

- L

=

L n
A8 N amE ERES
= 2 A A8 Ead 1)
Am L
= aw

Y

= s
" .
Enn [ ]
EEE s
] aEEg
EEREEE
L]
LR
]
ErEEm
. =
LN B |
E 1 1]
sEasne " - #
N mEE

AeREp

.
&

imim
on

]
"L
L .

mE e BE
®Baem

= REw

aw B -

v

L]
- L L
aw

e

ERE

L= NN

-
L 2

]

EmgEw

LT

e N

‘mu
EAEs mm

iampfguEEsEE

s EeERdinfpeaeeRecEnlsoeensl pgrefoleseenl@ @

masal- @

AR ENN
LI E
] W
L)
Tt L
(LR
"=
Bomh
TIRLE
L
L]
mam
L
L
mlw
am
e
-
=w

AERN

" mem
sul
sHas®im
L} fRAaEnm
PiEfeEES
a*"Enm

ERAE=E
] =
EE am
L Y

LR A
m Smaa

ARfTEEE AR T EsERE RS

ahn
- "
"E=
fEAm

A% BEspEEs "as
EgiEsEm sEmm
iN SpasupEENE
TEmREEl BN B
SEEs sEm = L
B gmE EEpEg
EEssEs s EEESED
W EREREEE L
m N L]
EgeeseEgs A&
L | L IS pmw
s @ - | B

TLLE]
L]

WgmE
=Ems
mEw
EEm=
" =
tan
LS |
EEE
mNmy
.
a
Emne

vEREg=

B ssBom
AN memp
LER L
mrEw

SEENgNE s pEREREENEgERE

s=m B
[ AN |
un =
ERNEsD
igs E®

SegEg sREEs =
EEEme clmam
FEmEEECEEENEN
REE MEEIE =8
SR o EEBEEm S
Sps poE mowle
o TR RER N1 [}
[ & LJ ¥ mim mpg
MENES SN ENO S

AR EEg

TN TR LR LR
A 'm-mEsEx®
S LA RET ] |
imgEpem W@
" BEREESs
YRR LE L RS |
L A mgh
EEEEAElw
AsEEEES

EEEEEE®

LE LN [ 8 L R B 1 e |

LL B L B
smERTEae
EEoROER

L]

SeEnamss Tnl

'
" Ea

EEEE NN
CF LT B

EEWEN "EAwEEN

EfEEpcssEREgrFEEEE

"N EEcE
saEgNg
ER amsm
ssn
"Ew
S B

EgENEE A EEREN
B EsmER N
R R
sEmm = "
LR L Y |
B . Bpbuns=n
EEmw | | i
[ L0} L]

LR
LA

=8 manm
SEEEmEm
-

- LS |

L]

LR
Bag
- N
mE.
ame
-

alie
C

L]

smnl

Ee
" -mE »
Ll LR
s

s

B ® gpuig m

BEmEEE
mEEEEN am
CF R

LR

EE e

(1R

i man

. L
“Emw

ErEgyEwosEe 0 SEcEpgermslomelasane
B gfgavesno e gemBumnn Hg v um &
ElswpE gy ¥ WS SEEFEFEFE g EEEm
E RN T L =8 EER S0 s@mmans

sEnrAcingminnee
BoB e RRENEENg
SpEE ' NEEs WmEg
-am mrefl®*8al s

HEE®.
simnas

AEEESs

mrEamTER
=EE . B L]

imm

EpEmEE=
LR L

L]
imnm

] mEes

Eaw

mEm

-

reanl = LLER LR LE R Y
reaEEs an s sl ENR P EEEE B EEEn
ErE EngmerEEe imESsAamp " gpEm
[ I EEpaEm AW NEEEEgEEENSEAREEQSe
o dsMEsmaERs Soms sERE N WEN EEmN
e o @esemEsAl RN EmERN (AL L] BB ETRARERERI AR
NgNigEESseEr SN emEyg B AEENES a8 SeEeBEeEER ER
Bron@Sn B "EREEN AR ARE SR @ - i mnBnemBepgaeBasl g ERAES
- Bapmsim B@s B B ®F Nasnaogn memE B Tsal an
SnmaNE 'HEERERs AR SN s EaEgN NI clem maEN EBE EAsw

L Tl | BEEER g mgramcEg "8 B swiid - as=mBsg® B* . B R Emm

LLE L ] | s Sam

Ba  =um B o EEgEe s
sER smasswsml s B
1IN R RN R T

EmEERe E =

L}
¢

L]

BEER s Mg




